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SYNTHETIC DATA FOR STATISTICAL DISCLOSURE LIMITATION

Data Synthetic Data Model

Can classical synthesizers based on Rubin’s approach offer formal privacy guarantees?
And if so, under which circumstances?
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SYNTHETIC DATA FOR STATISTICAL DISCLOSURE LIMITATION

Data Synthetic Data Model

Xi ~ N(p,0%) X"~ N (p,67)
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FORMAL PRIVACY GUARANTEES

05

04
03 M(X) M(X)

0.2

PrM(X) = 2)]

0.1

0.0

T T
2 0 2 4
M(X)
Output of Mechanism

Arandomized algorithm M is differentially private if for every pair of neighboring datasets
X,X € X, the random variables M(X) and M(X") are similarly distributed.

On the Formal Privacy Guarantees of Synthetic Data // Slide 5



SYNTHETIC DATA WITH FORMAL PRIVACY GUARANTEES

Data Synthetic Data Model Synthetic Data
X~ N(p, 0?) i = M(7) X"~ N (i 5%)
5 = M(5?)
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BUT THE SYNTHETIC DATA MODEL IS ARANDOMIZED
ALGORITHM ALREADY




PLUG-IN SYNTHESIS WITH KNOWN VARIANCE

Data Synthetic Data Model Synthetic Data
Xi ~ N(p,0%) fi = 27:1% X"~ N (p,67)
52 =o?
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PLUG-IN SYNTHESIS WITH KNOWN VARIANCE

Privacy Distribution of the Gaussian Mechanism
and Sampling Distribution of the Mean of Gaussian Synthetic Data
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PLUG-IN SYNTHESIS WITH KNOWN VARIANCE

_4d*
2n?02"

e Generating a single synthetic record offers p-zero concentrated DP with p =

e Using the composition property of p-zero concentrated DP, this implies that releasing m

copies of synthetic data each containing nsy, records based on this model will imply a privacy
mnsy,,4d2
2n2g2 *

lossof p =

e The number of synthetic samples we can release for any desired level of privacy p is given by

2 2
Ny = | e |
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PLUG-IN SYNTHESIS WITH KNOWN VARIANCE

Some Observations:
e Synthetic data generated using this model can only have formal guarantees if o> > 0.
® The number of synthetic samples ny,, determines the level of privacy.

e To get any meaningful formal privacy guarantees when releasing synthetic data, we need to
limit the influence that any single observation can have on the parametric model’s sufficient

statistic(s).
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BAYESIAN SYNTHESIS WITH KNOWN VARIANCE

Data Synthetic Data Model

Xi ~ N(p,0%) WX, 0% ~ N(X,0%/n) X"~ N (1, 6%)

52 =o?
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BAYESIAN SYNTHESIS WITH KNOWN VARIANCE

e The privacy loss of the Bayesian synthesis approach is p = %.
e The number of synthetic samples that can be released for a fixed privacy level p is given by

| 2n*pa?(14+1/n)
Noyn = | = Zgm -

e The Bayesian approach allows for an alternative interpretation, in which the draw of p* is

interpreted as the Gaussian mechanism, and the synthetic data generation is treated as

post-processing. Under this setting, the privacy loss would be p = %.

On the Formal Privacy Guarantees of Synthetic Data //  Slide 13



PLUG-IN SYNTHESIS WITH UNKNOWN VARIANCE

Data Synthetic Data Model Synthetic Data
Xi~ N, 0?) p=X% X"~ N(f,82)
5 = 7 X — X
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PLUG-IN SYNTHESIS WITH UNKNOWN VARIANCE

* Releasing m copies of synthetic data each containing nsy, records based on this model will
mnsy,,4d2
2n262

imply a privacy loss of p = for the sample mean.

¢ Note that p is now data dependent and can no longer be released to the public without
leaking information about the original data.

e For an overall formal privacy guarantee, we additionally need to analyze the sampling
distribution of 62 (see in the paper).
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