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Abstract

We describe Bayesian inference for the mean and variance of bounded data pro-
tected by differential privacy and modeled as Gaussian. Using this setting, we
demonstrate that analysts can and should take the constraints imposed by the
bounds into account when specifying prior distributions. Additionally, we provide
theoretical and empirical results regarding what classes of default priors produce
valid inference for a differentially private release in settings where substantial
prior information is not available. We discuss how these results can be applied to
Bayesian inference for regression with differentially private data.

1 Introduction

Differential privacy (DP) [[12]] is the current gold standard for protecting individual privacy when
performing data releases involving confidential data. A common method of ensuring a release satis-
fies DP is to add calibrated random noise to sufficient statistics of the data. Once the noisy statistics
are released, analysts in theory can use them to perform statistical tasks such as the estimation of
unknown parameters of interest, prediction of new data values, and quantification of the uncertainty
around these quantities. Performing these tasks in a principled way, however, can be nontrivial and
is an area of active research.

Bayesian methods are natural for statistical inference after a DP release. By sampling from posterior
distributions, analysts can perform estimation and prediction tasks automatically with “built-in”” un-
certainty quantification. As examples, Bernstein and Sheldon (2018) [4] and Ju et al. (2022) [[19] use
Gibbs sampling to estimate differentially private posterior distributions, the former for exponential
families and the latter for likelihoods satisfying a record additivity condition. Gong (2022) [[16] uses
approximate Bayesian computation for settings where a perturbation mechanism is applied. Other
works investigate Bayesian estimation of subset proportions [28]], linear regression coefficients [3]],
and Poisson factorization [36]. These methods all employ variations of the following scheme: re-
peatedly impute plausible values of the nonprivate statistics based on their private counterparts, and
obtain samples of the parameters of interest via a traditional nonprivate Bayesian analysis.

DP is related to Bayesian methods more generally. For example, releasing a sample from a posterior
distribution can be used to achieve DP [9} [15} [18! |31} 40, 42| |43]]. Another line of work examines
Bayesian semantics for DP and their relationship to disclosure risk assessment [[12} 21} 22} 23} 25}
26, 29]]. We also note that researchers have developed non-Bayesian methods for inference under
DP, including interval estimates [12, |10} [11} |13} 20} 37] and significance tests [} 2} 3} 7} 24} |35]].

Existing methods for Bayesian inference under DP generally presume that the analyst sets an infor-
mative prior distribution. In practice, however, the analyst may not have sufficient prior knowledge
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to set an accurate, informative prior. Additionally, methods in the literature typically rely on prior
distributions with unbounded support. Often, however, the confidential data are assumed to be con-
strained in some way; for example, values lie within an interval [a, b] [5, [I1 37, 39, [4T]]. Arguably,
samples from the posterior distribution should reflect this constraint as well. Yet, existing methods
for Bayesian inference under DP can produce estimates or predictions outside the feasible range.
This may lead analysts to resort to ad hoc fixes such as clipping estimates or predictions to be at the
bounds of the interval, which can lead to undesirable and unpredictable behavior.

We address issues resulting from ignoring constraints in Bayesian inference under DP and the use
of default prior distributions under DP. Our primary contributions include:

1. We illustrate the incorporation of constraints into a differentially private, Bayesian infer-
ence procedure and demonstrate their effect on estimation and prediction tasks.

2. We present a first-of-its-kind examination of default prior distributions analysts might con-
sider in lieu of highly informative proper priors, and present theoretical results demonstrat-
ing the need for caution when certain weakly informative priors are used in a DP analysis.

Throughout, we use the univariate Gaussian setting as a motivating case study. This setting is among
the most important and commonly encountered in statistics but is relatively understudied in the DP
literature, with only a few works [10, [11} [13} 20] providing frequentist methods for inference with
uncertainty quantification. General Bayesian DP inference methods such as those in [4} 16} [19] can
be applied to this setting but require approximations or substantial computation time. As part of our
contributions, we propose a Gibbs sampling procedure for the univariate Gaussian setting without
these drawbacks.

2 Background and Case Study

In this section, we briefly review the definition of DP and several of its properties. We then describe
the DP univariate Gaussian setting and present our novel Gibbs sampling scheme.

2.1 Differential Privacy

As described by [12], a release mechanism M satisfies e-DP if for all data sets x, 2’ that differ in
only one row and all S C Range(M),

P[M(z) € S] <e® P[M(2') € S]. (1)

DP has many desirable properties [12]]. Here, we make use of post-processing. For any data set x,
if M(z) satisfies e-DP and g is not a function of x, then g(M (z)) satisfies e-DP. We also make use
of composition. For any data set x, if m; = M (x) satisfies €1-DP and my = My (x, mq) satisfies
£9-DP, then M(z) = (mq,m2) satisfies (¢1 + &2)-DP.

For any function f applied to any data set x, the sensitivity is defined as Af = max, . |f(x) —
f(a")] for all data sets x, 2" that differ in only one row. The sensitivity of f is used in the Laplace
Mechanism, which is a common method for achieving DP. If a function f(z) has sensitivity A f,
then the mechanism M (x) = Lap(f(z), Af/e) satisfies e-DP.

2.2 The Univariate Gaussian Setting

Let Y7, ...,Y, be the confidential, scalar data values for n individuals. We assume that all Y; are
contained in some publicly known interval [a, b]. The analyst models the data as independent and
identically distributed with Y; ~ N (u, o) for all i. Gaussian models are reasonable and commonly
employed when the observed data are symmetric with a range not near the bounds. For example,
quantities like proportions and standardized test scores have known ranges. Other quantities like
commute times and stock market returns have known lower bounds and effective upper bounds.

The sufficient statistics are Y = Y7 | V;/nand S? = Y7 | (Y; — Y)?/(n — 1). As shown in [[LT],
Y and S? have sensitivities (b—a)/n and (b— a)?/n, respectively. To achieve e-DP, the data curator
canrelease Y* ~ Lap(Y, (b—a)/(e1n)) and S?* ~ Lap(S?, (b— a)?/(ean)), where e1 + 5 = €.
We make the simplifying assumption that a = 0 and b = 1. We can do so without loss of generality,
as described in Theorem [I] which is proved in Appendix [A]



Theorem 1. Let Yy,...,Y, € [a,b] and let Y; = (Y; —a)/(b—a) € [0,1]. Let Y and S* be

the sufficient statistics for {Y;} and let Y and S? be the sufficient statistics for {Y;}. Suppose each
stcmstlc is released via the Laplace Mechanism under e-DP and denote the DP statistics Y*, S,

* and 5. Then, Y* < (b- a)Y* +aand S* 2 (b—a)25%.

For now, we suppose the analyst wishes to incorporate prior beliefs into their analysis via an infor-
mative prior distribution. A conjugate choice for the prior in the public setting is

o2 ~1G (1/0/2,1/003/2) , p|o?~N (uo,oz/no) )
with analyst-specified hyperparameters (g, kg, (o, 73)-

We now present a Gibbs sampler to estimate this model, building on the ideas in [4} 5]. Our inno-
vation is with respect to the full conditional for S2, for which we derive an exact form. As long as
€9 < 2, the full conditional for S? is a distribution we call a truncated gamma mixture (TGM).
Definition 1. A random variable X ~ TGM(«, B, A\, 7) fora« > 0, 8 > X\ > 0, and 7 € R if it has
probability density function

([i_“t)\)) a—1 7(,3+)\) if T <0;
p(z) =< m 77(?(6)‘)%)7)350‘ Le— (ﬁ Neoifr > 0and x < T 3)
ngﬁiﬁk)ﬂxaflef(ﬁ%\)r ift>0andzx > T,
where
7/\7' v(a,(B=N)T) 6/\7 (o, (B+N)T)
= (RS - B+~ (4)
=T w(a (B=N)T) ar Do (B+0)T) 7 —ar 2@, (B=A)T) Ar Dle,(B+N)T)
e N AoV € B-xn= T T B

Here, y(a, x) is the lower incomplete gamma function and I'(«, ) is the upper incomplete gamma
function. We provide an algorithm for sampling from the TGM in Appendix

Derivations for all full condmonals for the Gibbs sampler are provided in Appendix [C] The full
conditionals for 1 and o2 are identical to those of the nonprivate setting. To obtain the full condi-
tional for Y, we follow the strategy of [4] based on the Bayesian LASSO [34] and use the fact that
Y* ~ Lap(Y, 1/(€1n)) is equal in distribution to Y* ~ N (Y, w %) for w? ~ Exp(ein?/2). The
full conditional for Y* is Gaussian, the full conditional for 1/w? is inverse-Gaussian, and the full
conditional for S? is a TGM. The parameters of the full conditionals are provided in Appendix @

A major advantage of this sampler is its runtime. If 7" is the number of Gibbs iterations, then the
computational complexity of this sampler is O(T'); the runtime does not scale with the sample size,
n. The Gibbs sampler of [4] for exponential families applied to the univariate Gaussian setting also
has computational complexity O(7"). This sampler, however, requires a Gaussian approximation
for S?, which, particularly when 0?2 is near zero or n is small, can lead to unreliable results. The
sampler of [19] does not require any approximations; however, it has computational complexity
O(nT), making it potentially infeasible for large n. Our proposed sampler achieves both the exact
sampling of [19] and the O(T") computational complexity of [4]].

3 Incorporating Constraints

By incorporating constraints on data values, analysts can reduce the uncertainty in estimates of the
parameters of interest “for free.” They need not make additional assumptions; they merely determine
how the conditions on the data values constrain the model used for analysis.

3.1 Constraints in the Univariate Gaussian Setting

In the univariate Gaussian setting from Section 2.2} the constramt that Y; € [0, 1] affects the model
in two ways. Firstly, the bound constrains the parameters z and o2, since bounded random variables

'For the distribution of S? to be a TGM, we require 6% < (n — 1)/(2ne2). We show in Corollarythat
in this setting we can guarantee 02 < 1/4, which implies 0% < (n — 1) 4 (2ne2) automatically when e2 < 2.
Within the Gibbs sampler, we reject and resample any draws for which 0 > (n — 1)/(2ne2).



have bounded expectations and variances. Secondly, the bound constrains the sufficient statistics
Y and S?, since samples of bounded random variables have bounded means and variances. We
demonstrate how we establish these bounds in a manner that can be easily incorporated into the
Gibbs sampler from Section[2.2] See Appendix [E] for proofs.

First, Theoremestablishes conditional bounds for y | 02 and o2 | 4 that can be incorporated into
the prior. That is, since the data values are bounded, we may replace the unbounded normal-inverse
gamma prior from (2)) with a prior of the same form truncated to be within the feasible region. This
yields a posterior of the same form as in Section [2.2]truncated to the feasible region.

Theorem 2. Let Yy,...,Y, ~ N(u,0?) and suppose each Y; € [0,1]. If u is known, then o €
[0, (1 — w)]. If o2 is known, then p € [1/2 — \/1/4 — 02,1/2 4+ \/1/4 — o2].

Corollary 1. IfYy,...,Y, ~ N(u,0%) and Y; € [0,1], then 0> < 1/4.

Theorem establishes bounds for Y | S? and S? | Y that can be incorporated into the likelihood.
This yields a posterior of the same form as in Section [2.2]truncated to the feasible region.

Theorem 3. Let Yi,...,Y,, ~ N(u,02) and suppose each Y; € [0,1]. IfY is known, then
S2 € [0,n/(n —1)Y (1 —Y)). If S* is known, then Y € [1/2 — \/1/4— (n—1)/n-52,1/2 +
V1/4—(n—1)/n-S2.

The full conditionals under these constraints are described in Appendix

3.2 Example: Constraints for the Blood Lead Levels Dataset

We now demonstrate the effect of incorporating these constraints using genuine data. All computa-
tions are performed on the [0, 1] scale, but all quantities are converted back to the original scale for
clarity of presentation. Interval estimates are those with highest posterior density (HPD)E]

Example 1. Researchers sampled the blood lead levels of n = 43 policemen assigned to outdoor
work in Egypt to examine the effect of leaded gasoline on exposed individuals [32)]. The sample mean
was Y = 32.08 ug/dL, and the sample variance was S = 16.982 ug®/dL?. An expert advises that
blood lead levels in this region are reasonably bounded above by 100 pg/dL. A realization of the
Laplace Mechanism with €1 = g5 = 0.25 yields noisy statistics Y* = 34.30 ug/dL and S** =
47.162 ug®/dL%. An analyst wishes to estimate ji, the average blood lead level of all policemen
assigned to outdoor work in Egypt. She believes blood lead levels are reasonably approximated by
a Gaussian distribution. To reflect prior knowledge, she uses @) with (uo = 12.5,035 = 3.8% ko =
1,9 = 1), roughly representing the equivalent information of a single “prior data point.”

Figure presents the joint posterior distribution for (i, %) with and without constraints accounted
for. For this particular release, S* is larger than the nonprivate S and is near the upper bound on
0?2 determined by Theorem [2| Thus, more than 10% of samples from the unconstrained analysis
have infeasibly large o2. Additionally, the unconstrained analysis produces samples with j either
negative or above the upper bound. The constrained analysis respects the bounds and produces only
reasonable samples for . and 2.

In both analyses, the analyst’s posterior mode is around /i ~ 16 ug/dL and 62 ~ 5% ug?/ dL?. The
analyses, however, have substantially different amounts of uncertainty. The 95% HPD interval for
o? is [1.2%,50.82] without constraints and [1.0%, 39.32] with constraints. Accounting for constraints
allows the analyst to rule out the region with infeasibly high o2, yielding a tighter interval estimate.
The 95% HPD interval for y is [3.4, 48.2] without constraints and [1.9, 42.0] with constraints. Sim-
ilarly to the above, the tighter interval in the constrained analysis is due primarily to ruling out x in
the region where o is infeasibly large. In both analyses, the posterior concentration is highest near
the prior values, yio and o3; there is much less density near the released noisy values. This indicates
that the posterior inference is likely quite sensitive to the analyst’s prior distribution.

We emphasize that the constrained posterior is not merely a truncated version of the unconstrained
posterior; truncation in this way would yield inaccurate point and interval estimates. Instead, by
truncating within the Gibbs sampler, we have mathematically coherent estimates.

2HPD intervals are preferred over quantile-based intervals when the posterior distribution is skewed [27].
HPD intervals can be computed with standard tools, such as the HDInterval package in R [30].
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Figure 1: Joint posterior distribution for (u, 02) in Example Here, (Y* = 34.30, S%* = 47.17%) is
represented by the red circle, the unreleased (Y = 32.08, 57 = 16.962) is represented by the green
triangle, the analyst’s posterior mode is represented by the blue diamond, and (pp = 12.5, 5% =
3.82) is represented by the purple square. Upper and lower panels display the posterior when con-
straints are and are not accounted for, respectively. The shaded area represents the feasible region
for (p1,0%) from Theorem [2} The main and secondary axes present the original and [0, 1] scale,
respectively. Plots based on 5,000 Gibbs sampler iterations.

4 Default Prior Choices

As evident in Example([T] the results of a Bayesian analysis under DP can be sensitive to the choice of
prior distribution. This is unsurprising, since the addition of noise yields data with less information
about model parameters than in the public setting, making it difficult to overwhelm the informa-
tion in the prior distribution. One potential fix—used in examples in the Bayesian DP inference
literature—is to increase the prior variance, yielding a weakly informative prior. One also could ex-
amine the limit in which the prior variance is infinite. We show, however, that this strategy may lead
to improper limiting posterior distributions, even in settings where the nonprivate posterior is proper.
In such cases, weakly informative priors may yield unreliable inference and should be avoided [14]].

4.1 Default Priors in the Univariate Gaussian Setting

For the unconstrained analysis in the univariate Gaussian setting, a weakly informative prior of
the form in (Z) is created by making ¢ and 1 very small. In the limit as these hyperparameters
go to zero, this produces the default prior p(u,02) o< (02)~!. In the nonprivate setting, this is
called the independent Jeffrey’s prior [38]]. While it does not correspond to a proper probabilit
distribution, the posterior distribution it produces is not only proper, but also frequentist matching
In the private setting, unfortunately, the posterior distribution produced by p(u, 0?) o< (¢2)~ ! is not
a proper probability distribution. The following result, proved in Appendix [F} demonstrates this.
Theorem 4. For confidential data Yy,...,Y, i (u,02) where sufficient statistics Y* ~
Lap(Y,1/(e1n)) and S** ~ Lap(S?,1/(e2n)) are released, if an analyst has prior p(u,o?) o
(0)7L, then their posterior p(u,* | Y*,S?*) is not a proper probability distribution.

An alternative strategy for finding a default prior for this setting is to focus on the likelihood’s
Laplace portion. We show in Appendix [G] that for a Laplace likelihood in the nonprivate setting,

3In general, Bayesian credible intervals do not have the property that a 95% interval will cover the true value
95% of the time under repeated sampling. Frequentist matching priors, however, produce credible intervals
identical to corresponding frequentist confidence intervals and so 95% intervals have 95% coverage (see [8]]).
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Figure 2: The empirical coverage rate (top) and average length (bottom) of 95% HPD intervals for
w for different sample sizes. Results based on 10,000 simulated datasets Y; € [0, 1] released with
g1 = g2 = 0.1 and analyzed with prior p(,0?) oc 1. Analyses with constraints accounted for are
solid lines and not accounted for are dashed lines. Data generating model is either N'(p = 0.1, 02 =
0.042) (red) or (12 = 0.5, 02 = 0.22) (blue). Each Gibbs sampler is run for 20,000 iterations.

a uniform prior produces a proper, frequentist matching posterior distribution. A uniform prior on
(u,0?) thus may be a reasonable choice in the private setting. Theorem [5| proved in Appendix
demonstrates that p(u, 02) o< 1 does indeed produce a proper posterior distribution.

Theorem 5. For confidential data Y1,...,Y, 4 (u,02%) where n > 3 and sufficient statis-
tics Y* ~ Lap(Y,1/(e1n)) and S** ~ Lap(S?,1/(ean)) are released, if an analyst has prior
p(p, 02) o< 1, then their posterior p(u, o | Y*,8*) is a proper probability distribution.

Similarly, we can determine posterior propriety for the constrained analysis. Since a constrained
uniform distribution has bounded support, it is a proper prior distribution and thus produces a
proper posterior distribution. Likewise, it can be verified empirically that the posterior produced
by p(u, 02) o< (62)~1 also is improper in the constrained analysis.

We use simulation experiments to assess the properties of the posterior distributions based on priors
that use or disregard the constraints on the data values. For each of 10,000 simulated datasets of
a given size n, we create a 95% HPD interval based on the Gibbs sampler in Appendix [D] Figure
(2] displays the results. Without enforcing constraints, the 95% credible interval has approximately
the nominal 95% coverage rate regardless of n, and the average interval length is linearly related
to n on the log-log scalel’| When enforcing the constraints, the results are similar to those for the
unconstrained analysis when n is relatively large. In these cases, the credible intervals for p are
far from the boundary, so that the constraints have little effect. When n is relatively small, the
95% credible interval has lower than 95% coverage rate when the true p is close to the boundary
and near 100% coverage when p is in the middle of the range. In fact, it can be shown that the
prior p(p, 0%) oc 1 over the region where p € [0,1] and 0% € (0, u(1 — p)] induces the marginal
distribution p ~ Beta(2,2). This Beta distribution places more probability density in the center of
the distribution than near 0 or 1, resulting in the observed over and under coverage, depending on the
true value of y1. This suggests that p(1, 02) oc 1 is most appropriate when an analyst believes 1 more
likely is near the center of the distribution than the tails. That is, while the prior is “non-informative”
in the unconstrained analysis, it is not so in the constrained analysis.

* A regression of log average interval length on log n has a slope of —1 (with R? > 0.999), indicating that
average interval length decays proportionally to 1/n. A similar result holds for the RMSE; see Appendix
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Figure 3: Plot of the joint posterior distribution for (x,0?) in Example [1| under a uniform prior.
The point (Y* = 34.30,5% = 47.17%) is represented by the red circle, the unreleased point
(Y = 32.08,5? = 16.962) is represented by the green triangle, and the analyst’s posterior mode
is represented by the blue diamond. The upper and lower panels provide the posterior when con-
straints are and are not accounted for, respectively. The shaded area represents the feasible region
for (i, o) from Theorem The main axes and secondary axes present the original and [0, 1] scale,
respectively. This plot is based on 5,000 Gibbs iterations.

Enforcing the constraint, however, does have advantages. For all points in Figure 2] the average
interval length for the constrained analysis is less than 0.75. Meanwhile, the average interval length
without constraints is greater than 1 for all n < 50, indicating that the credible intervals must include
values that are not within [0, 1]. Such intervals often include all of [0, 1], yielding intervals that are
useless in practice. Indeed, the calibrated coverage rate for the unconstrained analysis is of dubious
merit, as these credible intervals are inflated by permitting probability mass on infeasible regions of
support. Additionally, when we estimate p with its posterior mode, the RMSEs are uniformly lower
in the constrained analysis than in the unconstrained; see Figure[§]in Appendix[H} When 1 = 0.5 the
constrained analysis delivers a “win-win” result: it has a higher coverage rate with a shorter average
interval length and a lower RMSE than the unconstrained analysis.

The results described above use a total € of 0.2. When ¢ is larger, the constrained and unconstrained
analyses are more similar; see Figure[9]in Appendix [H]for additional simulations with total & = 2.
When ¢ is larger, the unconstrained analysis no longer offers approximately exact coverage: the 95%
posterior credible intervals cover more than 95% of the time.

4.2 Default Priors for the Blood Lead Levels Example

Returning to the setting of Example[T] we examine the effect of replacing the informative prior used
in Section with the default prior p(u,0?) o 1. Figure [3| presents a plot analogous to Figure
with the new prior. In the unconstrained analysis, the posterior mode is approximately equal to the
released statistics, but more than 50% of posterior draws are outside of the feasible region. In the
constrained analysis, as discussed above, the posterior mode for p is shifted towards the center of
the distribution. A similar effect is observed for o2; the prior has more mass closer to zero and so
the posterior mode is smaller than S2*.

Analysts also might be interested in using the Bayesian model for prediction. Figure [ plots the

posterior predictive distribution for the uniform prior, which is computed via Kq(et\z, ~ N (u®, 2@
for each Gibbs iteration ¢, under the unconstrained and constrained analysesﬂ The constrained pos-

3For the constrained analysis, the distribution is replaced by a truncated Gaussian.
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Figure 4: Posterior predictive distribution of a new observation given the posterior draws from
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mode is represented by the blue dot-dashed line. Upper and lower panels provide the posterior
predictive distributions without and without accounting for constraints, respectively. The shaded
area represents the feasible region for a new observation. The main axis and secondary axis present
the original and [0, 1] scale, respectively. Plots based on 100,000 Gibbs sampler iterations.

terior predictive distribution only includes values in the feasible region of 0 to 100 pg/dL, with the
distribution centered around the posterior mode. The unconstrained posterior predictive distribution,
meanwhile, generates 24% of predictive draws as negative values and 10% as values greater than
100 pg/dL. To obtain reasonable predictions with the draws from the unconstrained analysis, an
analyst must resort to ad hoc methods. They might, for example, re-code all negative predictions to
0 and all predictions greater than 100 to 100. This would, among other effects, lead to 24% of pre-
dictions being exactly zero, which is not reasonable scientifically. Alternatively, the analyst could
sample predictions from a truncated Gaussian distribution. The variance of this distribution is still
substantially inflated by the samples of overly large values of o2(*), Thus, predictions have larger
variability under this ad hoc approach than under the theoretically principled constrained analysis.

5 Non-Univariate Gaussian Application

The strategies we discuss can be applied to any Bayesian analysis under DP. To demonstrate, we
consider the DP Bayesian linear regression method of [3]]. In particular, we adapt an example from
[5] using data from [6] to illustrate how the strategies for enforcing constraints in Section [3]can be
used off-the-shelf to supplement an existing method.

The data in [} [6] include the response variable cirrhosis rate, {y; }, explanatory variable drinking
rate, {x;}, and sample size n = 46. The authors rescale both variables to lie in [0, 1] and assume
the range of both quantities is public information. Letting Y € R"™ be the vector of responses and
X € R™*2 be a design matrix with a column of ones, the authors’ model is a simple linear regression
of the form below with the following informative, conjugate prior.

9 9 1] o2 9 40 1
Y Nn(Xevg In)v 0|U NZ <|:0 aIIQ ) O IG 575 ’ &)
where I, is the p x p identity matrix. Their proposed method involves applying the Laplace Mecha-
nism to each element of the sufficient statistics X " X, X TY and Y T'Y. To ensure a valid regression
solution exists, the authors enforce that the matrix Z ' Z, where Z = [X Y], is positive semi-definite

(PSD) by projecting sampled values to the nearest PSD matrix. They apply their Gibbs-SS-Noisy
method, which also adds Laplace noise to the matrix of fourth sample moments of X.
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Figure 5: Plot of posterior draws from the linear regression method of [15]. The left panels represent
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the feasible regions are colored in red. This plot is based on 10,000 Gibbs iterations.

Since it is known that x;,y; € [0,1] for all 4, we can exploit the resulting structure in the linear
regression to constrain parameter updates in the Gibbs sampler. In particular, letting X = [1,, x3],
we show in Appendix [|that 0 < x/x; < x{1 <nand0 < Y'Y <Y1 < n. Wealso
show that x{ Y < min{x{ 1,Y "1} and that 0 < 02 < 1/4. Letting the regression coefficients
be & = [0y 61]", we know that (61, 6) must lie in the region depicted in the right panels of
Figure 5] We create a constrained Gibbs sampler by drawing each iterate from the unconstrained
full conditional distribution and rejecting and resampling whenever all constraints are not satisfied.
We also reject and resample if Z " Z is not PSD.

Figure |5| demonstrates some of the effects of enforcing these constraints for one particular seﬁ of
released noisy values with € = 0.1 for each of the 11 queries. The shaded triangles in the left panels
represent the constraints that 0 < YTY < YT1 < n. We find that around 20% of the posterior
draws without accounting for constraints do not satisfy this inequality, as indicated by the red points.
The shaded regions in the right panels represent the feasible region for 6. In this case, less than 5%
of the posterior draws did not satisfy the constraint in 8. But notably, when all relevant constraints
are enforced, the posterior distribution is more spread out throughout the feasible region. In this
case, not enforcing the constraints leads artificially to an estimated model with too little uncertainty
about its parameter estimates and thus underestimated uncertainty around downstream predictions.

This regression example, as well as univariate Gaussian case, suggest that incorporating constraints
in Bayesian DP inference, thereby respecting the actual support of the parameters, can result in
potentially more accurate representations of posterior distributions. Additionally, the examples in-
dicate that informative prior distributions can have significant impact on DP posterior inferences.
The use of weakly informative or default prior distributions may be advantageous, although analysts
must take care to ensure posterior distributions are not improper, as demonstrated in Sectiond} Fi-
nally, these results suggest there is scope for further development of default prior distributions to
obtain theoretically valid and accurate posterior distributions with desirable frequentist properties.

8The addition of Laplace noise to the fourth sample moments of X adds additional uncertainty which is
not accounted for in the procedure in [S]. Because of this, our rejection sampling approach struggles when
the released noisy moments are far from their nonprivate counterparts, leading to the Gibbs sampling proce-
dure being unable to find a draw for the next Gibbs iterate satisfying the constraints and getting “stuck.” For
demonstrative purposes, we choose a seed where this issue is not encountered.
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A Re-scaling The Data

Throughout the document, we assume that the data Y7, . .., Y}, are contained in the interval [a, b] for
known, public a and b. In this section, we prove that, without loss of generality, we may consider
data on the interval [0, 1] by re-scaling the data as follows to obtain Y; € [0, 1],

Y, —a
b—a’

Y; = (6)

We can convert back to the original scale via the relationship ¥; = (b — a)ffi + a.

We now show that the sufficient statistics released via the Laplace Mechanism on the [0, 1] scale are
re-scaled versions of the sufficient statistics released via the Laplace Mechanism on the [a, b] scale.
Thus no information is lost from scaling before the DP release and re-scaling afterwards.

Theorem Let Y1,...,Y, € [a,b] and let Y, = (Y; —a)/(b—a) € [0,1]. Let Y and S? be

the sufficient statistics for {Y;} and let Y and S? be the sufficient statistics for {Y;}. Suppose each

statistic is released via the Laplace Mechanism under -DP and denote the DP statistics Y*, S**,
d

Y*, and S**. Then, V* 2 (- a){/* + aand §% £ (b—a)25%,
Proof. To begin, note that we may relate the sample means on the two scales as follows

n

_ 1 1 - 1 o= - =
Y:n;izn;[(b—amm}:(b—a)n;mm:(b—a)i/m. 7)

Similarly, we may relate the sample variances on the two scales as follows.

Szznilz(nj)Q ®)
= LS (- @it al - [ @) ) ©
=(b—a)2ni12(f@—?>2 (10)

i=1
= (b— a)2§2. (11)

We now consider the sensitivities of each of the four statistics. By Lemmas 11 and 12 in [1 1],~the
sensitivity of Y is (b— a)/n and the sensitivity of S? is (b— a)?/n. Similarly, the sensitivity of Y is
1/n and the sensitivity of S? is 1/n. Thus, when released under £-DP via the Laplace Mechanism,
the released statistics have distribution

_ PRy
Y* ~ Lap (Y, b a) , S%* ~ Lap <S2, M) (12)

En En

YV* ~ Lap (}:/, 1) , 52 ~ Lap (52, 1) . (13)
EN En

Recall that if X has a Laplace distribution with location parameter m and scale parameter b, i.e.,
X ~ Lap(m,b), then if £ > 0 and ¢ € R, it follows that kX + ¢ ~ Lap(km + ¢, kb). By this

property, (b—a)Y* 4 a has location parameter (b—a)Y +a = Y and scale parameter (b—a)/(cn).
Similarly, (b — a)%5?* has location parameter (b — a)?S52? = 52 and scale parameter (b — a)?/(en).
The result follows.

By this result, it is equivalent to release Y* and S* on the [a, b] scale directly via the Laplace dis-

tribution or to re-scale the data to the [0, 1] scale, release Y* and 5’2*, and then use the relationships
in Theorem|I]to convert back to the [a, b] scale.
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Figure 6: Comparison of the probability density functions of TGM(a = 2,8 = 2,A = 1,7 = 1)
(the solid line) and Gam(a = 2, 8 = 2) (the dashed line).

B The Truncated Gamma Mixture Distribution

This section provides additional details related to the truncated gamma mixture distribution (abbre-
viated TGM). The TGM distribution has four parameters: « is analogous to the gamma distribution’s
scale parameter, 3 is analogous to the gamma distribution’s rate parameter, A determines how far
the TGM distribution is from a gamma distribution, and 7 determines the point of truncation. When
7 > 0, the distribution is a mixture of Gam gy -)(«, —A) and Gam; (v, B+ ) with the mixture
weights in . When 7 < 0, the distribution is equivalent to Gam(a, 8 + A).

Figure [6] compares the probability density of the TGM distribution to the probability density of the
gamma distribution with the same « and 5. We see that the shapes are similar, but the rates are
different on each side of 7. Notably, the distribution is continuous but is clearly not differentiable at
T.

Algorithm [T] provides a straightforward procedure for sampling from the TGM distribution. It as-
sumes one is able to sample from a truncated gamma distribution, which can be done via standard
tools such as the rtrunc function from the truncdist package in R [33]].

Algorithm 1: Sample X ~ TGM(«, 8, A\, 7)
Input: o, 5, A\, 7
if 7 < 0 then
| Sample X ~ Gam(a, 5+ \)
else
Compute 7 via (@)
Sample U ~ Unif(0, 1)
if U < m; then
| Sample X ~ Gam(a, § — A) truncated to (0, 7]
else
| Sample X ~ Gam(a, 8 + \) truncated to (7, o)
Output: X

We now prove that Algorithm [I|correctly samples from the TGM distribution.
Theorem 6. X sampled via Algorithmhas distribution X ~ TGM(«, B, A\, 7).

Proof. If 7 <0, then X ~ Gam(«, 8 + A) and so has PDF

(z) = Wxale(f”)‘)z. (14)

Thus, the distribution of X is as desired for 7 < 0.
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We now consider the case where 7 > 0. Let Fj(z) and fi(z) be the CDF and PDF, respectively,
of Gam(a, 8 — A) truncated to (0, 7]. Let Fy(z) and f2(z) be the CDF and PDF, respectively, of
Gam(a, 8 + A) truncated to (7, 00). By the law of total probability, the CDF of X is
PX<z]|=PX<z|U<m]|PlU<m]|+P[X <z|U>m|PlU > m] (15)
:W1F1($)+7T2F2(I). (16)
This function is differentiable everywhere except z = 7. When = # 7, we may take the derivative
with respect to x to obtain the PDF

d
p(z) = o [m Fi(2) + 2 Fa(2)] (17)
= mfi(z) + w2 fa(z) (18)
(B=N* as1 —(B-Na B+ 1 —(B+A

=71 ————x% e 1z < 7]+ mg—r 2 go-le=(B+Nzq[5 > 7],

o (B=N7) ST G (B ) v
(19)
Thus, we have shown that X ~ TGM(a, 8, A, 7) for all X # 7. Since the event X = 7 occurs with
probability zero, this completes the proof. O

The TGM distribution primarily arises in the following setting.
Theorem 7. If 7 | u ~ Lap(u, 1/\) and p ~ Gam(c, 8) for 8 > X then | 7 ~ TGM(av, B, A, 7).

Proof. By Bayes’” Theorem, the desired distribution is

(T | 1w)p ( )
plpl )= . (20)
f() T | /U )d/u
We begin by investigating the numerator of (20), which has the following form.
_ A gdr—nl P a1 -pu
AB* —1 [ AT = (B=N)u AT ,—(B+A)
T < T 14
QF( >u [e 1p <7]+e'e 1p > T]} (22)
= /\/8 { pet e (- )‘)“1[;; < 7] + e M pe e (ﬁ+>‘)“1[,u > T]:| (23)
—ar Y 6 >‘) ) (6 - )\)a a—1_—(B=A)p
e 1iu<r
{ —N° e (BN ner

( (BENT) (BN
(B+N> T, (B+A)7)

The denominator of (20) is then as follows.

= — )\5& — T,‘Y(Oé’ (57>‘)T) T (Bf)‘)a a—1_—(B=\)p
/O p(7 | 1) p(p) dp = {e A /O 7 R Ca R

+ e)\r

pe e BNy > r]} (24)

2I(a) (B — M) a, (B = N)T)
e)\‘rr(a’ B+N7) [ (B+N) a=1,~(B+N)p
" B+ N)e / (@, B+ 07" d“]
(25)
A T @ (BN, e T(a, (B4 M)7)
= 2T(a) {6 S =y (T } (20

The second equality follows by recognizing the integrands as the PDFs of truncated gamma distri-
butions. Thus, the distribution of p | 7 is
A y((B=N)T)

e _ @
B—N" B-2N) a—1_—(B=A\)
plp|7) = = pee Mp <7
AT V(O(zb(f/\)/\)f) 4 AT F(O(c»(lﬂ-)k)f) Y(a, (B—=N)T)
A Dleu(842)7) N
(BN~ (B+N) pele=(B+Nnq |
e—AT ’v(?b(f;)i)f) 4+ e F(‘Z‘g(fj)im D(a, (8+ A7)

w>Tl,

(27)
which we recognize as the PDF of a TGM(a, 8, A, 7). O
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Figure 7: A graphical model representing the structure of the univariate Gaussian setting.

C Derivation of Full Conditionals for Univariate Gaussian Gibbs Sampler

In this section, we derive the full conditionals for the Gibbs sampler in Section [2;2} Recall that if

Yi,...,Y, SN (u, o), then the distributions of the sufficient statistics are
— 2 -1 n—-1
Y‘MaO—ZNN N7i ’ 52|U2NGam L7L ’ (28)
n 2 202

where (Y 1L S?) | u, 0. Assuming that the Y; € [0, 1], then the statistics released via the Laplace
Mechanism have distributions

o _ 1 1
Y*|Y ~ Lap <Y, > , S | §% ~ Lap <S2, ) . (29)
emn EoN

The release mechanism is such that (Y* 1L S**) | Y, S2. It is convenient to replace the above
distribution of Y* with the following equivalent formulation, as used in [4} 15} 134].

o _ e2n?
Y*| Y, 0w~ N (Y, w?), oﬂwExp( 5 ) (30)
Finally, we take the conjugate prior from the public setting
2 1%} V()O'g 2 0'2
o’ ~IG | —, , plo®~N{py,—)- 31)
2 2 aYy)

Figure [/| presents the graphical model corresponding to this likelihood, which we can factor as
follows.

p(Y*, 8%V, 8% w” | p,0%) = p(Y* | YV,w?) p(S** | ) p(Y | p,0®) p(S* | 0%) p
o 1 _
=N(Y* Y, w?) Lap (SQ*; S2, ) N (Y;,u, )
EaNn n

n—1mn-1 ein?
Gam <Sz, 77 W) EXp (w2, L

We now examine each full conditional. The full conditional for y is
_ _ _ g2 o2
o | V7.8, 7 8%, 0%) oV o) ] o) = A (Vi 22 ) A (psno, 2 ) 39
0

which we recognize as the full conditional from the public setting, as derived in Chapter 5 of [17].
Similarly, the full conditional for o2 is

p(o® | Y7, 8%V, 8% w? u) o< p(Y | 1, 0%) p(S* | 0%) p(o?) (35)
- o? an—1mn-1 ) 1/008
N(Y,/l,n) Gam (S ’Q’M) IG (27 B )
(36)
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This is the same full conditional as in the public setting, as derived in Chapter 6 of [17]]. Thus, the
full conditionals have the form

_ _ Y 2
u|02,w2,Y,SQ,Y*,52*~N<n +roko 0 ) (37)
n + Ko n + Ko
~ ~ 2 —_1)S2 v — )2
02|M,W2,Y7S2,Y*,SQ*NIG (’I’L—;VO7V00'0+(TL )“29 +n( IJ’) > (38)
We next examine the full conditional for Y, which is
2
p(Y | Y*, 8%, 5% w? 1u,0%) o p(Y* | YV, p(Y | p,0%) = N(Y* Y, w*) N (Y;u, z
n
(39)

We recognize this is equivalent to a Gaussian model with known variance and a Gaussian prior on
the mean. By Chapter 5 of [17], the full conditional for Y is

Y+ o1
Y | p,0%w?, 82, V", 8% ~ N |« a ) (40)
| ﬁ + 75 o2 wz +
The full conditional for w? is as follows, expressed in terms of its inverse, 1/ w2,
p(1/w? | Y, 8%V, 8% p,0%) ocp(Y* | Y, 1/w?) p(1/w?) (41)
-wr e (e ) @)
We recognize this form from the Bayesian LASSO [34], which yields the distribution
1/w? | p,o?, Y, 8% Y* S%* ~ InvGaus (|Y* 1n v 5?712) (43)
Finally, the full conditional for S2is
p(S* | Y*, 5%,V ,w? n,0%) o p(S** | %) p(5? | 0?) (44)
1 n—1n-—1
=Lap ( 5?*;5% — ) Gam | 5% , . 45
p ( I I €2n> < 2 20_2 ( )
By Theorem[7|when (n — 1)/(202) > eon, the distribution is
o -1 n-1
S% | p, 02, WY, Y*, 5% ~ TGM L, L,nsg,SQ* . (46)
2 202

Note that by Corollary I 1] of the main text, which is repeated in Section []:E]below since Y; € [0,1] it
follows that 0 < 1/4. Thus, we may use this full conditional when
n—1 1 n—1

<2

g2 < <
n 202 n

(47)

If e2 > 2(n — 1)/n, then the full conditional for S? is not necessarily a TGM without additional
assumptions. If reasonable for the application, the analyst could impose the additional constraint
that 02 < (n — 1)/(nes), which is sufficient to ensure the full conditional for S? is of the form in
. Alternatively, if n is large, an analyst could use an approximation of the full conditional for
S<, such as the proposals of [4] [5].

D List of Full Conditionals

In this section, we summarize the full conditional under different prior distributions for the DP
univariate Gaussian setting with likelihood given by Y; % Npo1)(p,02), Y* ~ Lap(Y,1/(e1n)),

and S** ~ Lap(S?%,1/(ean)). Subscripts on a distribution denote truncation of the distribution to
an interval.
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If the prior is 02 ~ |G (vo/2, 103 /2) and p | 0% ~ N (po, 02/ ko) with no constraints enforced,
then

(48)

_ _ Y 2
u|02,w2,Y,Sz,Y*,52*~/\/’<n + Koo O )

n+rKy N4+ kKo
)<n+w vw%+<n—1)52+n(?—u>2) (49)

2|M7 QYSQ Y* SQ*NIG(O

Tne 2 2
Y* np
+2% 1
Y | p,02,w? 827" 8% ~ N A (50)
| R
1/w? | p, 0% Y, 8% 7" 52*~InvGaus<Y ,sf 2) Sh
2 2 2 Y.y 52 -1 n-1 25
S% | p, 0%, w? Y, Y 8% ~ TGM ,——,nea, ST . (52)
2 202

If the prior is 0% ~ IG (19/2,1903/2) and p | 0% ~ N (19, 0% /o) with constraints enforced, then

(53)

2 2 % Q2 Tk Q2+ nY—l—nouo o2
plot,w' Y, 85Y7, 8 N[1/2*\/1/4*<7271/2+\/1/4*02] ( n + Ko 7n—|—l-ﬁ0)

- — e oow n+uvy vood + (n—1)S? +n(Y — u)?
0_2 | /L,CUQ,Y,S27Y ,S |G[0 min{p(1—p), 2 %52 < 5 , 0 ( )2 ( )
(54)
Y/ 2 2 82 Y/* SQ* N Z; + % 1
‘M,O’ YW 00, , ~ [1/2_ f1/4_%52,1/2+\/1/4_n7—152] %_'_%a%_’_%
(55)
1/w? | 02, Y, 8% V* 5% ~ InvGaus (|Y* 1n gk 5%7@2) (56)
_ -1 n-1
S2 |/L3027w27Y7Y NTGM(O Y(1-Y)] <n27n223n52752*> . (57)
g
If the prior is p(u, 02) o 1 with no constraints enforced, then
2
plo®wh Y, 827" 8% ~ N (Y, ‘;) (58)
2 2 T Q2 T o2+ n—2 (n—1)8>+n(Y — p)’
WY ST Y ST~ IG, L , 59
o L (0.22) ( 2 2 39)
o
— - + 1
Y| p0?w?, 8% Y* 8 ~ N “’2 o - (60)
wz + w2 + o2
2 2 T Q2 Tk Q2% ein 2, 2
1/w* | u,o0°,Y,S%Y" S°* ~ InvGaus \Y 7 LETM (61)
2 a2 -1 n-1 -
S% | p,0?,W? Y, Y* 8% ~ TGM 2 g7 ———,neg, S . (62)

18



If the prior is p(u, 0%) o 1 with constraints enforced, then

2
2 2 v a2 v+ o2+ 7l
plot,w' Y, 5% Y8 NN{1/27\/1/4702,1/2+\/1/47<72} (Y’ n) (63)
_ o n—2 (n—182+nY —p)?
o | 1w, Y, %Y, 8% ~ 1Gg win ), 22 ( 2 ! 2 S > ©
y* ny
_ _ + =5 1
2 2 2 * 2% 2 o2
Vil o, S5 87~ Ny 7T 1047 2T ] (wl+” ’ 12+"2>
w [ed w [ed
(65)
1/w? | p, 0%, Y, 8% Y*, S$* ~ InvGaus <|Y*51n 7 ,5%n2> (66)
2 2 2 v v n—1n-—1 ok
S% | pyo®,w? Y, YT, NTGM(O ny1-v)] T,WWEQ,S ) (67)

E Constraints for the Univariate Gaussian Setting

In this section, we provide proofs for results in Section [3] of the main text regarding constraints on
parameters and statistics in the univariate Gaussian setting. The result regarding constraints on the
parameters £ and o2 is restated below.

Theorem 2} Let Y1,...,Y,, ~ N(u,0?) and suppose each Y; € [0,1]. If w is known, then o* €

[0, (1 — p)]. If 0% is known, then pn € [1/2 — \/1/4 — 02,1/2 + \/1/4 — 02].

Proof. Since Y; € [0, 1], it follows that Y;? < Y;. and so by monotonicity of expectation,
o* =VarlY;] = B[Y?] - E[Yi]* < E[Y}] - B[Y}]* = p— p*. (68)

Thus, since Y; must have non-negative variance, if x is known then o2 € [0, u(1 — p)]. On the
other hand, if o2 is known then by (68), 1« must be such that % — ;i + o> < 0. Applying the
quadratic formula, we find that p? — p + o2 has roots u = 1/2 4 /1/4 — o2. Recognizing that
u? — p1 + 0 < 0 when p is between these roots yields the desired result. O

The corollary of Theorem [2]is restated below.
Corollary[l} IfY1,...,Y, ~ N(u,02) and Y; € [0,1], then 0 < 1/4.

Proof. By Theorem 02 < p(1l — p) and since f(u) = p(1 — p) attains its maximum value at
w = 1/2, it follows that f(u) < f(1/2) = 1/4 for all y. The result follows. O

The result regarding constraints on the sufficient statistics Y and S? is restated below.

Theorem 3| Let Y1,...,Y, ~ N(u,02) and suppose each Y; € [0,1]. If Y is known, then
S% e o, n/(n — )Y (1 = Y)]. If S% is known, then Y € [1/2 — \/1/4 — (n—1)/n-S2,1/2 +
V1/4—(n—1)/n-S2.

Proof. We begin by expressing 52 in a more convenient form, as follows.

(n—1)S*=> (V=Y =) V> +nV? -2V Vi=)» V7 -nV> (69)
i=1 i=1 i=1 i=1
Since Y; € [0, 1], we have that Y; < Y;? and so

(n—1)S ZYQ nY2<ZY—nY2—nY(1—Y) (70)
i=1 i=1

Since (n — 1)S5? is a sum of squares, it is non-negative and so if Y is known, S% € [0,n/(n —
1)Y(1 — Y)]. On the other hand, if S? is known then Y must be such that Y2 — Y + (n —
1)/n - S? < 0. By an analogous argument to the proof of Theorem [2| it follows that Y €

[1/2—/1/4—(n—1)/n-S%,1/24 \/1/4— (n—1)/n- S2. O
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F Determining Whether the Posterior Distribution is Proper

In this section, we prove that the posterior distribution in the differentially private univariate Gaus-
sian setting is not a proper probability distribution when p(u, 02) o (0?)~!, but is a proper proba-
bility distribution when p(u, 02) oc 1. The results are reproduced below.

Theorem For confidential data Yl, .Y, “YoN (1, 0%) where sufficient statistics Y* ~
Lap(Y,1/(e1n)) and S** ~ Lap(S 1/(52n)) are released, if an analyst has prior p(u,0?) o
(0)7L, then their posterior p(ju, o* | v , S2*) is not a proper probability distribution.

Proof. To begin, note that under the prior p(u, 02) o (02)~1, for observed Y* = * and S%* = 5%
the posterior distribution, if proper, should be

TR A 2 2
p('u’70—2|:‘7*>32*): [sS) ocp(yfis 2*| M7U;p(u7gg 2
fO f—oop(y y S |/14,O' )p(M,O' )d,U/dO'
(* 2% |M 02)( 2)_1
" T | ) @

(71)

(72)

The posterior is a proper probability distribution if the integral in the denominator of is finite.
We now examine this integral. Introducing the latent variables Y = 7 and S? = s2 and exploiting
the conditional independence structure, this integral is equivalent to

/ / p(y*, ™ | 1, 0%) (0°) " dudo? (73)
0 —00

:/OO/OO /OC/OO o7, 2%, 9,5 | 1,0%) (62) "1 dg ds? dpudo? (74)
/ / / / 5 1 9)p(s> | 52)p( | 1,0%) pls? | 0) djds® dpdo®  (75)
= [Tt | [T i 1eee [ [T 100 not) g a0

(76)

We examine the double integral in the second bracket. If we exchange the order of integration,

_ > x| — *° 1 (y u)
/ / p(y| o )dudy=/ (¥ Iy)/ ——c dpdy,  (77)
—oco —oo V2mo?

since we recognize the quantity under the inner integral as the density function of N (i, 0?), the
integral is equal to 1. Thus,

- %) T Y B I
/ / p(y | pyo )dudy=/ p(y Iy)dy=/ 712 eV uldy =1,
— 00 — 00

(78)

since we recognize the quantity under the integral as the density function of Lap(g*,1/(e1n)). By
Fubini’s Theorem, since this integral is finite and the quantity being integrated is nonnegative, it is
equivalent to the quantity in brackets above. Thus, the quantity of interest reduces to

|| o ot o) andot = [0 [ a8 o) ds? ao,
0 —00 0 0

(79)
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If s2

| o 1) p 0%y as
0

Y

* > 0, then we bound the inner integral below as follows.

—1
Ean (%22 )1)2 /oo 6762n|52**52‘ (82)";17167%52 ds2 (80)
27 (r=2
2 0
n—1 nT_l 52
e il G R
2T ("54) 0
+ eezns2* /00(82)";1716*(;7_21+62n)52 ds?
2%
8D
62” (n_l)% 2% 52* n—1 n—1
202 e—cams / (82)'7—16—( >3 +ean)s? ds?
2r(23) 0

[ee]
2 —1 n—1
+e =28 / (82)n2 e (55
S

§2*

+52n)s2 d82]

(82)
n—1 nt oo
gan ( 2(;2_)1 ’ 6752n52* / (52)"7’1716—(2;21 +ean)s? ds?
2I("57) 0
(83)
L n—1
—_— 84
2 (TQL;} + 52”) 84
gan 2=l =
2 262n
e e 85)
2 ( 2€2n + UQ) (

The inequality follows since e® > e~* for z > 0 and since e~ (¢~ > ¢=(a+0)% for g > b > 0 and
x > 0. If $2* < 0, then the same bound holds by an analogous argument (with the integral from 0

to s

2* omitted). Thus, the quantity of interest is bounded as follows.

T o _ ean [, 4
/0 | v oty o) ldeUQZZT/O (0?) (

n—1

n—1 2
26277, 2
d 86
36—2711 +0-2> g ( )
con [1 n—1 =N
2 2\—1 2eomn 2
> 22 [ (o) do (87)
2 0 262'71L + 02
n—1
ean [! 2\—1 5—1 ’ 2
L O T do® (88)
> J, 7 b 1
con n-1 =R
2 2eom 2\—1 2
= 2| =2 o do“. 89)
2 (262TL + 1) /0 ( ) (

Since this integral diverges, the quantity of interest diverges. Thus, (72) is not a proper probability

distribution.

Theorem (S| For confidential data Y1, ...,Y,

O

id . .
% N (u,0?%) where n > 3 and sufficient statis-

tics Y* ~ Lap(Y,1/(e1n)) and S** ~ Lap(S2 1/(5271)) are released, if an analyst has prior

p(p, o

2) o 1, then their posterior p(j, o

| Y*, S2*) is a proper probability distribution.
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Proof. To begin, note that under the prior p(u, 02) o 1, for observed Y* = §* and S%* = s2* the
posterior distribution, if proper, should be

— p(y*, 5% | p,0?) p(p, 0?)

Jo~ Joe (@ 8% | p0?) p(u, 0?) dpdo?
_ p(*, s | p,0?)

I 55 p(@*, s | p,0?)dudo?

The posterior is a proper probability distribution if the integral in the denominator of (91 is finite.
By analogy to the proof of Theorem[4} this integral is equivalent to

/ / p(y*,s** | p,0?)dpdo? (92)
0 —00

= [T e e 1a e || [ n 100w o) apan) 0o
(93)

(90)

p(u70_2 | :Ij*,SQ*)

(€29

By the double integral in the second bracket is equal to 1. Thus, the quantity of interest reduces
to

oo o0 o0 o0
/ / (7", 8% | w,0?)dpdo?® = / / p(s* | s%) p(s? | %) ds® do?. 94)
0 J- o Jo
Exchanging the order of integration yields
o oo
/ p(s* | 52)/ p(s% | 0%)do? ds?. 95)
0 0

Since n > 3, the inner integral is the kernel of an inverse-gamma distribution and so

00 oo (n—1\2—= _ n_1)s2
/ p(s* | 0?)do? :/ Ge) 7 20‘;)712 (s2)"T "™ "5 do? (96)
0 o I'("%5%)
nolyrgt o0 n—g (n=1)s2
(F2(7l)_1) (32) _1/ (0’2)_7_1@_ 202~ do? 97)
2 0
n—1y251 n=3
:( 5 ) 3 (52)11,;171 F( 3 ) 98)
(75) (=
2 2
== 99
e
n—1
=-——3 (100)
Thus,
(o] o0 _ 1 o0 2 )
/ p(sz* | 82)/ p(82 |02) do?ds? = Z 3/ QTne—sznlaQ —5?| ds? (101)
0 0 —92Jo
-1/1 1 2+
= (2 + 5sen (577 (1 emeente |)) . (102)

since we recognize the quantity under the integral as the density function of Lap(s*,1/(e2n)), we
plug in the form of its CDF at zero. By Fubini’s Theorem, since this integral is finite and the quantity
being integrated is nonnegative, it is equivalent to the original quantity of interest. Thus,

o[ -1/1 1 «
/O me(g*,s2* |#7U2) (0,2)0de0,2 — Z_g <2 + §Sgn (82*) (1 _6762774‘52 )> < 00
(103)

and so the posterior is a proper probability distribution. O
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Figure 8: Root mean square error (RMSE) for estimating p with the posterior mode for different
sample sizes for the simulation in Section 4 of the main text. Results based on 10,000 simulated
datasets Y; € [0, 1] released with &1 = €5 = 0.1 and analyzed with prior p(u1,0%) 1. Analyses
with constraints accounted for are solid lines and not accounted for are dashed lines. Data generating
model is either N (¢ = 0.1,0% = 0.042) (red) or N'(z = 0.5,0% = 0.22) (blue). Each Gibbs
sampler is run for 20,000 iterations.

G Nonprivate Laplace-Uniform Posterior Distribution

In this section, we demonstrate that if X ~ Lap(¢,1/A) and A is known, then a uniform prior on &
yields a proper, frequentist matching posterior. The main result is as follows.

Theorem 8. Let X ~ Lap(£,1/)\), where X is known. Then the prior p(§) o 1 yields a proper
posterior distribution that is frequentist matching.

Proof. Applying properties of the Laplace distribution, if X ~ Lap(£,1/A), then § — X ~
Lap(0,1/)). Note that this is a pivotal quantity, since its distribution does not depend on any
unknown parameters. Let £, /o and £1_, /o be the a/2 and (1 — a/2) quantiles of Lap(§,1/)).
Then,

PIX Loy <ESX 40y _np = Pllajp<E—X <l _opl=1-a (104)
and so [X + {4 2, X + £1_o /2] is a (1 — ) confidence interval for §.
In the Bayesian setting, if p(£) o 1 then
p(§ | X) o p(X [ §) p(€) o exp {=A|X —&[} = exp {=A[¢ — X[}

Thus, the posterior distribution is (£ | X) ~ Lap(X, 1/\). Again applying properties of the Laplace
distribution, (§ — X | X) ~ Lap(0,1/A). Thus,

PIX +lap SES X+ op | X|=Pllap <§-X <l 4p|X][=1-a (105)

and 50 [X + £ 2, X 4+ £1_4/2] is a (1 — «) credible interval. Since this interval is the same as the
confidence interval above, this posterior distribution is frequentist matching. O

H Additional Simulation Studies

Figure[8]presents the RMSE from estimating 4 with the posterior mode in the simulation study from
Section 4 used to make Figure [2] of the main text. The RMSE is uniformly lower in the constrained
analysis than in the unconstrained analysis. For the constrained analysis, a regression of log RMSE
on log n has a slope of —1 (with B2 > 0.999), indicating that RMSE decays proportionally to 1/n

Figure [9] presents the results of a simulation study identical to that of Figure [2] and Figure [§] of the
main text, but with € increased by a factor of 10. There is little practical difference between the
constrained and unconstrained analysis at this larger €.
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Figure 9: Empirical coverage rate of 95% HPD intervals for u (top), average 95% HPD interval
length for x (middle), and root mean square error for estimating p (bottom) for different sample
sizes. Results based on 10,000 simulated datasets Y; € [0,1] released with ey = e = 1 and
analyzed with prior p(,0%) o 1. Analyses with constraints accounted for are solid lines and not
accounted for are dashed lines. Data generating model is either N'(x = 0.1, 02 = 0.042) (red) or
N(p = 0.5,02 = 0.22) (blue). Each Gibbs sampler is run for 20,000 iterations.

I Constraints in Simple Linear Regression

In this section, we derive constraints on the model proposed by [3] in the simple linear regression
setting. Letting X = [1,, x1], the authors release XTX, XTY, and Y'Y, which include the

following elements.
T T T
XTX — [1n 1, 1 xl] . XTy= [1@1 _ (106)

x] 1, XX

Note that 1,/1,, = n and as sums of squares, x{ x; = >+ 22 > 0and Y'Y = Y7 y? >
0. The requirement that z;,y; € [0,1] for all ¢ € {1,...,n} implies the following additional
constraints.

Since z; < 1 for all i, it follows that x| 1, = 1Tx; = Y1 | z; < n.

Since y; < 1 for all 4, it follows that 1] Y = >"7" v < n.

Since z;,y; > 0 for all 4, it follows that x| Y = Y"1 | ;y; > 0.

. Since x; < 1forall 4, it follows thatx] Y = Y"1 zy; < Y0y, =1]Y.
. Since y; < 1 for all 4, it follows that x{ Y = >0z < SO0 m = 1) x5.

. Since 0 < z; < 1foralld, 2? < z;andsox{ x1 =y ., 2? <> " 2, =1)x;.

Y
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7. Since 0 < y; < 1foralli,y? <y;andso Y'Y =" y2<>7" 4, =1]Y.

The form of the model implies constraints on the parameters o, 61, and o2. We can rewrite the
model in the following form, where for each i € {1,...,n},
yi ~ N (0o + 012, 0°). (107)

For the regression coefficients, 6y and 6;, we observe that by monotonicity of expectation, since
€ [0, 1], it follows that E[y;] = 6y + 61z; € [0, 1]. Using this fact, for a given value of 6;, we
obtain the following constraints on 6.
1. When 6, > 0, since z; > 0 for all 4, it follows that 8y < 6y + 61x; < 1.

2. When #; > 0, since z; < 1 for all 4, it follows that 8y + 6, > 6y + 612; > 0 and so
0y > —04.

3. When 6, < 0, since z; > 0 for all 4, it follows that 8y > 6y + 61x; > 0.

4. When 6; < 0, since xz; < 1 for all ¢, it follows that 8y + 6; < 89 + 612; < 1 and so
0 <1—0,.

‘We summarize these constraints as follows.

0§90§1—91, if91<0;
{—91 <0y <1, if >0. (108)

Finally, we use a similar argument to Corollary I to obtain a constraint on o2. By monotonicity of
expectation and since y; € [0, 1] implies y? < y;, for all 4,

o? = Varly] = Ely] - Ely:]* < Elyi] - Ely:]* < 1/4. (109)
The final inequality is obtained by observing that the quadratic f(z) = x — 22 is minimized at
r=1 g 2 and has minimum f(1/2) = 1/4. Since the variance of y; must be nonnegative, it follows
that o2 € [0, 1/4].

25



	Introduction
	Background and Case Study
	Differential Privacy
	The Univariate Gaussian Setting

	Incorporating Constraints
	Constraints in the Univariate Gaussian Setting
	Example: Constraints for the Blood Lead Levels Dataset

	Default Prior Choices
	Default Priors in the Univariate Gaussian Setting
	Default Priors for the Blood Lead Levels Example

	Non-Univariate Gaussian Application
	Re-scaling The Data
	The Truncated Gamma Mixture Distribution
	Derivation of Full Conditionals for Univariate Gaussian Gibbs Sampler
	List of Full Conditionals
	Constraints for the Univariate Gaussian Setting
	Determining Whether the Posterior Distribution is Proper
	Nonprivate Laplace-Uniform Posterior Distribution
	Additional Simulation Studies
	Constraints in Simple Linear Regression

